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1	Overall description
SA3 would like to thank SA2 for the LS on Questions for SUCI protection requirements for non-3GPP (WLAN) access to SNPN (S2-2207700) and Progress and open issues for NPN enhancements in Rel-18 (S2-2209860), since the question raised in S2-2207700 is covered by question 2 raised in S2-2209860, SA3 would like to reply the question as below:
Question 2: For KI#2, Support of Non-3GPP access for SNPN, SA2 is not able to conclude whether it is to be possible to access to SNPN with NG-RAN and to non-3GPP (e.g., WLAN) Access Network using the same credentials. An example of such solution is described in solution #16 in the TR 23.700-08. Therefore, SA2 asks for SA3 to evaluate if there are security aspects to consider and whether to progress such functionality.
SA3 has analyzed that the solution proposes to use the same credential in both 3GPP access (path 1) and non-3GPP access (path 2).
SA3 recognizes that reusing SUCI privacy protection in path 2 as depicted in the procedure defined in 6.16.3.1 is not possible. Because the SUCI privacy protection method requires support on both UE and SIDF (core network function). According to clause 6.12.5 in TS 33.501, the SIDF is a function of UDM, and the de-concealment shall take place at the UDM. Since procedure on path2 does not involve UDM, and AAA does not implement such SIDF function, reusing the existing SUCI protection is not possible. 
SA3 would also like to point out that there is a potential security issue with the reuse of credentials for access via 3GPP and non-3GPP network if the networks belong to different security domains. Annex I.2.2.2.2 of TS 33.502 states:
"It is strongly recommended that the same credentials that are used for authentication between UE and the 5G SNPN are not used for the authentication between the UE and a non-5G network, assuming that 5G SNPN and non-5G network are in different security domains."
2	Actions
To CT3: 
ACTION: 	3GPP SA3 kindly asks SA2 to take the above into account.
3	Dates of next TSG SA WG 3 meetings
SA3#109Bis-e	16 - 20 January 2023	electronic meeting
SA3#110	20 -24 February 2023	TBD (EU)
